HTB ID: HTB-394CC3AD1E

HACK THE BO:

PENETRATION TESTING PROCESS

Abbey Robinson
Time Management Total Flags Captured:
Start Time: SP RQ Challenges/Roadblocks: 2 Q IKLV +7% ,
End Time: SP RQ KDG QR LVVXHV IXWW ORIV Rl UHDGLQJ QRIHV

Flag Answer:

Last Command Used: 1 $
Steps:

1. 7R ILQG IIDJ QXPEHU , UHDG WKRXJIK WKH HQILWH 3UH HQIDIHPHQW ZKLH IDNLQJ
QRIHV , UHDG WKDW LQ RUGHU IR SHUIRUP D SHQ IHVI \RX QHHG =~ GRFXPHQIV IR EH
VIIQHG RII RQ LI QRW L JRHV DIDLQW IKH &RPSXIHU OLVXVH $Fi
7KH GRFXPHQIV DUH 1RQ "LVFIRVXUH $JUHHPHQI 1°$ 6FRSIQJ 4 XHVILRQQDLH
6FRSIQJ " RFXPHQI 3HQHIUDILRQ 7HVILQJ 3URSRVD) SXIHV Rl (QIDIHPHQI 5R(
&RQIUDFIRW $IUHHPHQI SHSRUIV

Imagel/Screenshot:

+2@ How many documents must be prepared in total for a penetration test?

7




Flag 2:

Flag Answer: SUHGLFILYH
Last Command Used: 1 $
Steps:

1. 7R ILQG IIDJ QXPEHU , UHDG WKURXJIK IIKH YXIQHUDELIIN\ DVVHVVPHQW SDJH , IRXQG
RXI IKDI IKHUH DUH IRXU GLIHUHQININSHV RI DQDI\VLV  GHVFULSILYH GLDJQRVILF
SUHGLFILYH SUHVFULSILYH 3UHGLFILYH ZDV IKH RQH DQDI\VLV XVHG IR SUHGLFI IXWXUH
SUREDELILHY

Image/Screenshot:

+2@ What type of analysis can be used to predict future probabilities?

predictive

Flag 3:

Flag Answer:

Last Command Used: 1 $

Steps:
7R 1IDJ , UHDG IKH SRWW H[SIRLUIDILRQ PRGXIH , IRXQG WKDI HYDVLYH WHVILQJ LV
GLYLGHG LQIR WKUHH GLITHUHQI FDIHJRULHV HYDVLYH K\EUG HYDVLYH DQG QRQ HYDVLYH

Image/Screenshot:

+2@ How many types of evasive testing are mentioned in this section?

3




Flag Answer: 3&, " 66

Last Command Used: 1 $
Steps:

1. Tofind flag 4, | was reading under the same module as flag 3. Under the data exfiltration
section, they provide a list of all if the data security regulations that companies must

adhere to. PCI-DSS was the one that protects credit card payments.

Image/Screenshot:

+2@ What is the name of the security standard for credit card payments that a company must

adhere to? (Answer Format: acronym)

PCI-DSS

Flag 5:

Flag Value: " UDI{
Last Command Used: 1 $
Steps:

1. 7R ILQG WKH ILQDJ IIDJ , UHDG WKH SRVW HQIDJIHPHQI PRGXIH 8QGHU IKH GHILYHUDEIH
DFFHSIDQFH VHFILRQ , UHDG WKDW LQ D SHQ WHVII IKHUH LV D GUDIN #KDII LV FUHDIHG R JLYH
FILHQWV D FKDQFH IR UHYIHZ DQG FRPPHQI 2 QFH IKH FILHQI VXEPLIV WKHWU IHHGEDFN
IKH\ FDQ LVVXH D QHZ YHUVLRQ FDIUHG IKH ILQDI

Image/Screenshot:

+2& What designation do we typically give a report when it is first delivered to a client for a

chance to review and comment? (One word)

Draft




Summary

Overall, this HTB taught me a lot about pen testing. | like how they break up
the reading into different sections; it makes it easier to take notes and
understand. There is a lot of planning and prep that goes behind performing
pen testing. It can be difficult as you have to also adhere to all of the laws and
regulations. Due to the flags all being words in the readings, it was easy, but
the rest of the pen test path is very difficult.



