
 

Time Management� 

Start Time:�����SP�RQ�������� 

End Time:������SP�RQ�������� 

Total Flags Captured:����� 

Challenges/Roadblocks:�2 Q�WKLV�+7%��,�
KDG�QR�LVVXHV��MXVW�ORWV�RI�UHDGLQJ�QRWHV��

 

Flag 1:   

Flag Answer:��� 

Last Command Used:�1�$  

Steps:  

1. 7R�ILQG�IODJ�QXPEHU����,�UHDG�WKRXJK�WKH�HQWLUH�3UH�HQJDJHPHQW�ZKLOH�WDNLQJ�
QRWHV��,�UHDG�WKDW�LQ�RUGHU�WR�SHUIRUP�D�SHQ�WHVW�\RX�QHHG���GRFXPHQWV�WR�EH�

VLJQHG�RII�RQ��LI�QRW�LW�JRHV�DJDLQVW�WKH�&RPSXWHU�0LVXVH�$FW�� 
�� 7KH�GRFXPHQWV�DUH��1RQ�'LVFORVXUH�$JUHHPHQW�� 1'$���6FRSLQJ�4 XHVWLRQQDLUH��

6FRSLQJ�'RFXPHQW��3HQHWUDWLRQ�7HVWLQJ�3URSRVDO��5XOHV�RI�(QJDJHPHQW�� 5R(���

&RQWUDFWRUV�$JUHHPHQW��5HSRUWV�

 

Image/Screenshot:� 

 

� 



Flag 2:  

Flag Answer:�SUHGLFWLYH� 

Last Command Used:�1�$  

Steps:  

1. 7R�ILQG�IODJ�QXPEHU����,�UHDG�WKURXJK�WKH�YXOQHUDELOLW\�DVVHVVPHQW�SDJH��,�IRXQG�

RXW�WKDW�WKHUH�DUH�IRXU�GLIIHUHQW�W\SHV�RI�DQDO\VLV��GHVFULSWLYH��GLDJQRVWLF��
SUHGLFWLYH��SUHVFULSWLYH��3UHGLFWLYH�ZDV�WKH�RQH�DQDO\VLV�XVHG�WR�SUHGLFW�IXWXUH�

SUREDELOLWLHV�� 

 

Image/Screenshot:� 

 

� 

Flag 3:  

Flag Answer:��� 

Last Command Used:�1�$ 

Steps:  

�� 7R�IODJ����,�UHDG�WKH�SRVW�H[SORLWDWLRQ�PRGXOH��,�IRXQG�WKDW�HYDVLYH�WHVWLQJ�LV�
GLYLGHG�LQWR�WKUHH�GLIIHUHQW�FDWHJRULHV��HYDVLYH��K\EULG�HYDVLYH��DQG�QRQ�HYDVLYH��

Image/Screenshot:� 
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Flag 4:  

Flag Answer:�3&,�'66� 

Last Command Used:�1�$ 

Steps:  

1. To find flag 4, I was reading under the same module as flag 3. Under the data exfiltration 

section, they provide a list of all if the data security regulations that companies must 

adhere to. PCI-DSS was the one that protects credit card payments. 

 

Image/Screenshot:� 

� 
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Flag 5:  

Flag Value:�'UDIW 

Last Command Used:�1�$ 

Steps:  

1. 7R�ILQG�WKH�ILQDO�IODJ��,�UHDG�WKH�SRVW�HQJDJHPHQW�PRGXOH��8QGHU�WKH�GHOLYHUDEOH�

DFFHSWDQFH�VHFWLRQ��,�UHDG�WKDW�LQ�D�SHQ�WHVW�WKHUH�LV�D�GUDIW�WKDW�LV�FUHDWHG�WR�JLYH�
FOLHQWV�D�FKDQFH�WR�UHYLHZ�DQG�FRPPHQW��2 QFH�WKH�FOLHQW�VXEPLWV�WKHLU�IHHGEDFN��

WKH\�FDQ�LVVXH�D�QHZ�YHUVLRQ�FDOOHG�WKH�ILQDO��  

Image/Screenshot:� 

 



Summary  

Overall, this HTB taught me a lot about pen testing. I like how they break up 
the reading into different sections; it makes it easier to take notes and 
understand. There is a lot of planning and prep that goes behind performing 
pen testing. It can be difficult as you have to also adhere to all of the laws and 
regulations.  Due to the flags all being words in the readings, it was easy, but 
the rest of the pen test path is very difficult. 


