
 

Time Management: 

Start Time:���������������30 

End Time:����������������30 

Total Flags Captured:������ 

Challenges/Roadblocks:�,�ZDV�QRW�
FKDOOHQJHG�PXFK�XQWLO�WKH�ODVW�FRXSOH�RI�

IODJV��,I�,�ZDV�QRW�WDNLQJ�GHWDLOHG�QRWHV�
WKURXJKRXW�WKH�HQWLUH�FKDOOHQJH�,�ZRXOG�

QRW�KDYH�JRWWHQ�WKRVH�ODVW�FRXSOH�RI�RQHV��
,�KDG�WR�XVH�DOO�RI�WKH�SUHYLRXV�NQRZOHGJH�

IURP�WKH�HDUOLHU�IODJV�DQG�SXW�LW�DOO�WRJHWKHU�
P\VHOI�LQ�WKH�ODVW�RQHV�ZLWK�QR�GLUHFWLRQ���

 

Flag 1:   

Flag Answer:�+7%^%UXW�B )�UF�B �VB 3�Z�UIX�` 

Last Command Used:�S\WKRQ��SLQ�VROYHU�S\ 

Steps:  

�� )LUVW��,�QHHGHG�WR�FUHDWH�D�ILOH�WR�KROG�WKH�S\WKRQ�VFULSW�JLYHQ�E\�+7%��8VLQJ�VXGR�
QDQR�SLQ�SLQVROYHU�S\�,�ZDV�DEOH�WR�FUHDWH�WKH�ILOH�DQG�SDVWH�WKLV�VFULSW�LQWR�WKH�

ILOH��ZKLOH�UHSODFLQJ�LW�ZLWK�P\�JLYHQ�WDUJHW�,3�DQG�JLYHQ�SRUW��3\WKRQ�VFULSW�VKRZQ�
EHORZ���
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2. 1H[W��,�NQHZ�WKDW�,�QHHGHG�WR�UXQ�WKH�VFULSW�WR�VHH�HYHU\�SRVVLEOH�FRPELQDWLRQ�WKDW�
WKH�SLQ�FRXOG�EH��DORQJ�ZLWK�ILQGLQJ�WKH�IODJ�DW�WKH�HQG��,�UDQ�S\WKRQ��SLQ�VROYHU�S\�WR�

ILQG�LW��+HUH�LV�ZKDW�WKH�FRGH�ORRNHG�OLNH�ZKHQ�,�UDQ�LW��

�
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Flag 2:  

Flag Answer:�+7%^%UXW�B )�UF�B 0�VW�U` 

Last Command Used: Python3 dictionary-solver.py�

Steps:  

1. For this flag I basically did the same thing as above, I created a new python scrip called 

dictionary solver. By using sudo nano dictionary-solver.py I then pasted this script from 

HTB: 

2. Then, I ran the script using python3 dictionary-solver.py. By running this command it 

gave me all the common words that could be the password from a list, along with the 



flag at the end. 
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Flag 3:  

Flag Answer:�+7%^WK�VB �VB �B I�N�B IO�J` 

Last Command Used:�K\GUD��O�EDVLF�DXWK�XVHU��3������
���B PRVWB XVHGB SDVVZRUGV�W[W����������������KWWS�JHW����V���������WKHQ�ORJ�LQWR�

ZHEVLWH�XVLQJ�FUHGHQWLDOV�JLYHQ�E\�WKH�FRPPDQG�� 

Steps:  

1. I have never used Hydra before so I was sure to read and take notes on all of the 

sections before starting. I know that I needed to download the world list so I used the 

given command by HTB underneath the Basic HTTP Authentication section. I ran it like 



so: 

 

2. Then, I knew that I need to use Hydra to brute force the password for the basic-auth-

user. So, I used the given command by HTB and inputted my given target IP and port. I 

used this command, hydra -l basic-auth-user -P 2023-200_most_used_passwords.txt 

94.237.123.119 http-get / -s 45197 . After running it I got the password to the account: 

  



�� 1RZ�,�NQRZ�WKDW�,�FDQ�JR�WR�WKH�ZHEVLWH�XVLQJ�WKH�JLYHQ�LS�DQG�SRUW��DQG�ORJ�LQ�
XVLQJ�WKH�FUHGHQWLDOV�,�GLVFRYHUHG��2 QFH�VLJQHG�LQ�,�JRW�WKH�IODJ�

�
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Flag 4:  

Flag Answer:�+7%^:�EB /�JLQB %UXW�)�UF�` 

Last Command Used:�K\GUD��/�WRS�XVHUQDPHV�VKRUWOLVW�W[W��3������

���B PRVWB XVHGB SDVVZRUGV�W[W��I��������������V�������KWWS�SRVW�IRUP�
� ��XVHUQDPH A 86(5A 	 SDVVZRUG A 3$66A �) ,QYDOLG�FUHGHQWLDOV� ���WKHQ�XVH�WKH�ORJ�

LQ�FUHGHQWLDOV�IRXQG�WR�ORJ�LQWR�WR�WKH�WDUJHW�LS�SRUW� 

Steps:  

1. After reading through the login forms section I first needed to download the wordlists. I 

used the same command as above to download both of them: 

 

2. Then, I used the hydra command to sift though and find the password. HTB gave us a 

command to use, I just had to input my given target IP and port. This command tries 

every username in top-usernames-shortlist.txt with every password in 2023-

200_most_used_passwords.txt. Here was my result: 

 



3. Now that hydra has found the login and password I can now go to the website by copy 

and pasting the given target ip:port in the web browser to find the flag. 
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�

��

� 

Flag 5:  

Flag Answer:�TTZZ���� 

Last Command Used:�PHGXVD��K������������X�IWSXVHU��3������

���B PRVWB XVHGB SDVVZRUGV�W[W��0�IWS��W�� 



Steps:  

1. After reading the Medusa module, I know that I must find the password for the ftpuser. 

By using Medusa, I can find the sshuser password, I believe if I sign into that it will get 

me started in the right direction. I ran the given command by HTB underneath the web 

services. Then I realized I needed to download medusa first, so I did sudo apt install 

medusa.  

2. Then I could successfully run the command to try and find ssh login, medusa -h 

94.237.122.216 -n 40644 -u sshuser -P 2023-200_most_used_passwords.txt -M ssh -t 3. 

Here is my result: 

 
 

3. Now that I have the log in credentials for sshuser. I know from previous knowledge that 

when logging into ssh, the command I used with the inputted ip and port is ssh -p 40644 

sshuser@94.237.122.216 . I then used the only successful password from above which 



was, 1q2w3e4r5t. Here was my output after logging in. 

 

4. I then know from the reading above that I must use netstat and Nmap to can and 

identify the ftp server. I ran the given command for netstat which was, netstat -tulpn | 

grep LISTEN and nmap localhost to get these results: 

 
5. Now we need to run medusa again now that we found the ftp. I used the command 

provided by hack the box with the given IP of the local system. I ran medusa -h 127.0.0.1 



-u ftpuser -P 2020-200_most_used_passwords.txt -M ftp -t 5. Then I got the password of 

the ftpuser, 
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Flag 6:  

Flag Answer:�+7%^66+B DQGB )73B %UXWHIRUFHB 6XFFHVV` 

Last Command Used:�FDW�IODJ�W[W 

Steps:  

1. For this flag, I knew I had to log into ftp, I logged in by doing ftp 127.0.0.1, then typed in 

the user and password found from above. These commands log me into ftp. Then I 

knew that needed to be looking at what kind of files are hidden in here, so I did the ls 

command and found flag.txt file. I then exit so I can use cat flag.txt to see the flag 



written in the file. 

 

 

Image/Screenshot:� 

 

 

Flag 7:  

Flag Answer:� 

Last Command Used:� 

Steps:  

1. I first used the exit command to completely exit out of ssh and ftp.  

2. Then after reading about custom wordlists, I need to install ruby and the clone the user-

anarchy from GitHub. To download ruby I used, sudo apt install ruby -y and to clone I 

did git clone https://github.com/urbanadventurer/username-anarchy.git . These 

commands were given by HTB.  



3. I then used the provided commands to run Jane Smith’s name in username-anarchy and 

in cupp. To create a wordlist of potential users and passwords. Here is the commands I 

used in order, cd username-anarchy, ./username-anarchy Jane Smith > 

jane_smith_usernames.txt, then cupp -i. Here is what it looks like: 

 

4. I then inputted all of the information that HTB provides. Shown below: 

  

5. Then I used the provided grep command to filter based on the company’s password 

policy. I used the command grep -E '^.{6,}$' jane.txt | grep -E '[A-Z]' | grep -E '[a-z]' | 

grep -E '[0-9]' | grep -E '([!@#$%^&*].*){2,}' > jane-filtered.txt . 



6. Next, we go back to using the hydra command they provided. I inputted the target ip 

and port as well. This command is going to try every username in usernames.txt with 

every password in jane-filtered.txt against the web login, while fitting the criteria for the 

policy. Here is the command I used and the result: hydra -L jane_smith_usernames.txt -

P jane-filtered.txt 94.237.122.241 -s 37421 -f http-post-form 

"/:username=^USER^&password=^PASS^:Invalid credentials" 

 

7. Now I can go to the target ip and port website on firefox and log in using the given 

credentials that hydra found. Here is the flag once you log in. 
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Flag 8:  

Flag Answer:�DGPLQ��� 

Last Command Used:�K\GUD��/�XVHUQDPHV�W[W��3�SDVVZRUGV�W[W��V�������

��������������KWWS�JHW�

Steps:  

1. First, I make txt files for all of the contents from the two given lists from GitHub. I 

used the nano command to copy and paste each and make two separate passwords 

and usernames files.  

2. hydra -L usernames.txt -P passwords.txt -s 53245 94.237.62.138 http-get . I used this 

command to scift though both of my txt files while targeting the specific port and IP. 

Here is my result: 
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Flag 9:  

Flag Answer:�VDWZRVVK 

Last Command Used:�1�$ 

Steps:  

1. Searched the target IP and port in Firefox. Then used the credentials found above to log 

in and get the flag.  

 

 

Image/Screenshot:� 

 



Flag 10 :  

Flag Answer:�WKRPDV 

Last Command Used:�K\GUD��/�WKRPDVB VPLWKB XVHUQDPHV�W[W��3�SDVVZRUGV�W[W�

����������IWS 

Steps:  

1. First I used hydra -l satwossh -P passwords.txt -s 45458 83.136.250.223 ssh, this tries to 

brute-force SSH on the target IP and port, using every username from the file satwossh 

and every password from passwords.txt, stopping when it finds a working credential. 

 
 

2. Now that I got the ssh log in, I can use ssh -p 45458 satwossh@83.136.250.223 to log in. 

I then do ls to see what kind of files are in ssh. I find a name by running cat 



IncidentReport.txt . Here is the result: 

 
3. Now that I have a name, I change directory to cd username-anarchy/ . Then I run 

./username-anarchy Thomas Smith > thomas_smith_usernames.txt to generate a list of 

username variants for “Thomas Smith.” Here is the list it outputted: 

 



4. Then I realized I forgot to move the passwords.txt to the anarchy one. So I did mv 

passwords.txt username-anarchy/ . Next, I do hydra -L thomas_smith_usernames.txt -P 

passwords.txt 127.0.0.1 ftp this will try every username in thomas_smith_usernames.txt 

with every password in passwords.txt against the FTP service on 127.0.0.1 (localhost). 

Here is my output: 
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Flag 11:  

Flag Answer:�+7%^EUXW�I�UF�QJB VXFF�VVIXO` 

Last Command Used:�FDW�IODJ�W[W 

Steps:  

1. Now that I found the FTP credentials I need to log in by connecting to the ftp localhost, 

ftp 127.0.0.1 . Then, use the credentials above to log in.  



2. When I run ls I see that there is a flag.txt that I need to open. 

 
 

 

 

 

3. By using get flag.txt I can transfer it out of ftp so I can read it. Then, exit FTP like this: 

 
4. The just cat flag.txt .
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Summary  

Overall, I did so much better than I expected on this HTB. I thought I was going to get 
stuck, but thankfully I found that actually reading every module helped with this one. 
Each flag was referring back to previous information and knowledge. Also by learning 
the rules of ftp helped as well because I would have been stuck in there if I didn’t 
know I had to exit to hit the flag.  

 

 


