
HONEYPOT CTF 

Welcome to the Honeypot CTF Challenge! In this challenge, you will search through a 
simulated terminal environment to uncover clues left behind by an attacker. Your objective 
is to investigate the system, follow the breadcrumbs, and gather evidence that answers each 
of the questions below. 

 

Questions to Answer 

1. How did the attacker gain access? 

 

 

2. What did the attacker do after logging in? 

 

 

3. What is the base64 staging file’s decoded value? 

 

 

4. What does the malware (update-system) actually do? 

 

 

5. What is the final exfiltrated flag? 

 


